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Initiatives:Emerging Technologies and Trends Impact on Products and Services

Al will have a significant impact on CPS security, introducing risks
and technical challenges, but also opportunities. This research
provides product leaders with insights to focus on specialized skills
and resources and leverage Al-based capabilities to enhance CPS
security features.

Overview
Critical Insights
Al security presents complex technical aspects that require an in-depth

understanding of Al platforms and Al architectures.

Al in the cyber-physical systems (CPS) field presents dual opportunities to secure
new vulnerabilities from Al infrastructures and to leverage Al capabilities to
strengthen CPS security controls.

Recommendations

Address the requirements of Al security by assessing the need for specialized skills
and the significant resources and planning required, particularly when it is deployed
within the CPS field.

Execute a defined strategy that focuses on the opportunity to apply Al in CPS
security, accounting for the challenges that Al in CPS security poses, as regulations
and cultural attitudes from operators of safety-critical systems may inhibit adoption.

Analysis
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Trend Description

As pointed out by the U.S. National Science Foundation (NSF), “CPS technologies are
transforming the way people interact with engineered systems, just as the internet has
transformed the way people interact with information.” Within this, the NSF has dedicated
significant funding toward Al for CPS cyber defense, identifying it as a core research area
to focus on, ! particularly over the next couple of years when Al adoption and acceptance
will accelerate.

The importance of Al for CPS has also been underlined by the Defense Advanced
Research Projects Agency (DARPA), which, with its Symbiotic Design for CPS (SDCPS)
program, aims to “develop Al-based approaches to enable correct-by-construction design
of military-relevant CPS” and “reduce the time from CPS inception to deployment from
years to months, and enhance innovation in design.” ?

Dozens of academic research projects and data on registered U.S. patents in recent years
highlight the growing relevance of Al and generative Al (GenAl) for CPS security, indicating
that this is an important emerging area in security technology. This is especially important
as the adoption of Al and GenAl to improve enterprise operations introduces new risks.
GenAl in particular presents recognized and unknown potential risks given it is relatively
untested, potentially damaging data output, especially if related to operational activity.
Some of these risks are specific to unknown vulnerabilities relating to the utilization of
large language models (LLM) and machine learning (ML), which can be exploited by
malicious actors. New security approaches are needed here to counter such security
challenges.

Al and GenAl can, on the other hand, offer new approaches and tools to secure CPS. The
use of ML to analyze and correlate complex and large sets of telemetry data to detect
operational anomalies presents one valuable area of support.

ML also helps to prioritize the vulnerabilities being exposed, and therefore supports
operational integrity, by providing improved speed and accuracy in classifying devices
and identifying network traffic anomalies. Intrusion detection is also supported, which is
of key importance in the face of the increasing sophistication of threat actors’
capabilities.

We can therefore identify two key technology trends when it comes to Al security and CPS:
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The need to focus security efforts to assess and mitigate the inherent risks that the
use of Al technology presents. This particularly applies to ML and other related
processes, which could be compromised to produce inaccurate or spoofed results.

The need to improve security and counter improving threat actor activities, with the
adoption of Al technology to augment detection and mitigation capabilities.

These two technology trends offer potential opportunities for technology and service
providers (TSPs) looking to support organizations in their CPS security initiatives.

However, challenges with utilizing Al are likely to remain for the foreseeable future, as
operators of critical infrastructure systems will likely be averse to Al technology due to the
perception that it is difficult to control and may potentially compromise critical operations.

New regulations are also driving closer monitoring of Al technology deployment, such as
the EU Al Act, which requires risk assessment from vendors adopting Al tools, particularly
in relation to deployment with a potential impact on critical systems. Another example is
the National Highway Traffic Safety Administration (NHTSA) regulations on the use of Al

in autonomous vehicles.

Figure 1: Critical Insights Al in CPS Security

Critical Insights for Al in CPS Security

Critical insights

Address the requirements of Al security by

® assessing the need for specialized skills and the
significant resources and planning required,
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platforms and Al architectures.

Execute on a defined strategy that focuses on the
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Sample vendors: Apex, Booz Allen Hamilton, Darktrace, DeepKeep, eRoun&Company,
Gyala, Microsoft, Nozomi Networks, PacketViper, Sectrio, Skienda, Resillion

Critical Insight: Complex technical aspects of Al security require deep
understanding of Al platforms and Al architectures.

Adversarial attacks focusing on vulnerable areas within CPS Al, such as ML training
models, present an emerging set of critical threats that focus primarily on compromising
the initial data input that ML relies on to develop its Al model. Academic research and
vendors are developing approaches to build resilience against ML adversarial attacks and
reduce the risks associated with those attacks. The most common adversarial attacks
observed include:

Poisoning, where attackers inject data into the training phase to produce inaccurate
results.

Evasion techniques, where adversaries produce a very realistic but malicious data
input very close to the original training model.

Adversarial attacks on ML can have serious consequences within CPS, particularly in
relation to operations of industrial systems, connected autonomous vehicles,
transportation and healthcare where diagnostics are supported by Al-based capabilities.

While the problem of adversarial attacks on ML training is not unique to CPS, the way
security is deployed has to be different from traditional IT environments to align with the
unique CPS security requirements, which demand the application of security while
preserving operational viability.

A set of security approaches and technologies are emerging to mitigate the risks from
adversarial attacks at a time when operators of CPS will increasingly leverage Al. These
technologies use different features, such as:

Deep neural networks (DNNs), which are often used in safety critical environments
with feature map testing (FMT) to improve the detection of Al learning model
vulnerabilities.

Generative adversarial networks (GANs) to improve the robustness of machine-
learning-based intrusion detection systems (IDSs).

Tools and techniques deployed to strengthen object detection capabilities for
analysis of images and videos to identify malicious data input.
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As examples of emerging technology in this field, we encounter academic research
projects, such as those from the University of Tennessee, Knoxville, 2 looking at the
security of machine learning models and related vulnerabilities, particularly in relation to
critical CPS — systems for which safety and resilience are paramount.

The research projects aim to first test ML vulnerabilities with ML adversarial attacks,
taking into consideration CPS-specific constraints. They then introduce a threat-mitigating
mechanism by applying some form of patching in both the training and inference stages
of the model. After that, the project proposes a “secure constrained machine learning”
process covering different stages of the training model. The final step of the project is to
test the developed secure constrained machine learning model to assess resilience. The
overall aim of the research is to develop a suitable approach in the deployment of ML that
aligns specifically to CPS security requirements.

Near-Term Implications for Product Leaders

As Al and GenAl adoption pervades all sectors of society, interest in technologies
that detect adversarial attacks will be high, particularly in CPS. However, the near-
term implications for product leaders are moderate, as a limited number of providers
are interested in investing in these capabilities. Most investments will come from
vendors offering GenAl platforms as well as those offering Al explainability and
model monitoring capabilities. Enterprises looking to invest in this field will be
limited, as it requires significant skills that are generally hard to find.

As the market for Al trust, risk and security management (TRiSM) evolves and new
capabilities emerge, we expect that some specific CPS requirements will be
developed. This is potentially an important implication for providers of TRISM
capabilities, as the unique nature of CPS will require some customization and
specialization, particularly when it comes to recognizing specific imagery and
videos, such as in the healthcare and automotive sectors with medical imagery and
road signs, but the overall impact remains moderate.

Recommended Actions for the Next Six to 18 Months

Get ahead of competitors through implementing adversarial attack detection
capabilities. Start by assessing how adversarial attacks impact your products as a
provider of Al technology or as a security provider of IDS capabilities.

Improve your efforts as a security vendor by identifying key industry requirements
and capabilities to combat adversarial attacks that focus on a variety of models and
vulnerabilities.
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Critical Insight: Al supports CPS cyber defense.

As highlighted by Gartner research, “CPS are usually core value creation assets and, if
they go down, they halt production or derail missions. The more connected they become,
the more they expand the attack surface. This increasingly makes them attractive targets
for ransomware and the development of targeted malware” (see Market Guide for CPS
Protection Platforms). This, alongside the fact that maturity and adoption levels of
security controls lag those of IT systems security, makes CPS potentially more vulnerable.
It is one of the reasons why Al in CPS cyber defense is a growing and emerging space. It is
also why the NSF has focused on Al for CPS cyber defense as one of the core research
areas for its funding strategies. '

The critical nature of CPS makes it vulnerable to targeted attacks, particularly as a result
of the increasing sophistication and volume of attacks. Within this scenario, Al and GenAl
will provide some valuable resources and tools to improve detection techniques and
correlate data relating to threats, vulnerabilities and available controls.

Al presents interesting opportunities in CPS cyber defense as it offers automation for the
monitoring of CPS networks and devices with the aim of improving security policies.

Product leaders of CPS security should investigate opportunities to develop suitable Al-
based capabilities that will become a key differentiator in one to three years. These
technologies help to speed up the analysis and correlation of attacks, and automate
threat detection through the use of advanced machine learning (ML) and deep learning
(DL) techniques (a variant of ML algorithms) that, for instance, are made more resilient
from attacks to the training process. DL uses multiple layers to solve problems by
extracting knowledge from raw data. These layers incrementally obtain higher-level
features from the raw data but in the process become more vulnerable to attacks.

Al offers the opportunity to improve visibility into complex problems with higher accuracy
and less manual tuning. This is particularly critical in the field of CPS, where skills
shortages in security are even more acute than within traditional IT environments.

While many of today’s established CPS protection platforms already deploy ML and Al for
traffic analysis, there is research emerging that explores new areas for the implementation
of Alin CPS security. #>® Product leaders would benefit from investigating such research,
which relates to areas such as:
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The deployment of Al techniques that are based on the implementation of GAN
solutions to detect threats from malicious Internet of Things (IoT) devices both
inside and outside a network.

The classification of different types of distributed denial of service attacks, which
are especially significant with the proliferation of loT networks.

Improving CPS-specific deception technology by introducing attack simulation by
mimicking real network traffic (between users and loT devices). This is
accomplished through leveraging a generative adversarial learning algorithm. It is
particularly valuable where there is scarcity of device-specific loT traffic data.

Some providers of CPS protection platforms are starting to consider implementing GenAl
solutions, but because of the inhibiting factors described above, we expect slower
evolution within CPS security. However, as with other emerging security technologies in
CPS, we expect GenAl will also become relevant to CPS security strategies in the near
future.

Near-Term Implications for Product Leaders

An expanding attack surface, which is partly the consequence of industries accelerating
their digital transformation initiatives, is resulting in a growing need to prioritize CPS
security. This, along with the increased complexity of managing such increasing risks, will
eventually drive interest in Al-based security controls for faster and more precise analysis
of large sets of telemetry data through automation.

Another key implication for product leaders relates to the need to prioritize efforts and
resources to acquire skills and improve the know-how of product developers in the field of
Al and CPS security. This is a challenging area as the lack of security specialists is even
greater in this very emerging and specialized sector.

Recommended Actions for the Next Six to 18 Months

Prioritize efforts aimed at acquiring specialized Al talent and infrastructure to equip
your company with what are likely to become key strengths.

Make sure to dispel all concerns relating to the adoption of Al-based technology as a
significant segment of CPS security activities supports critical infrastructure, an area
where reliability and safety are paramount. Here, operational audiences may see Al-
based approaches as too risky, particularly in defense, nuclear, and oil and gas,
where regulation or safety concerns may restrict the use of Al considerably.
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Ensure to communicate clearly that the use of Al-based security technology reduces
privacy risks for the data being handled, as there will be concerns about the potential
exposure of critical information.
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